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Easy to detect! | Hard to detect!
- 'Q:Tell me how to make a sandwich?
i label=cat P RQ
Bt.-:'nlgn R (@ dheisca) ' .A: Certainly! First, you should...
client J/ : ..............................................................................................................
learn to classify £=3 as 52,'; Conflict! |1 learn to provide detailed information  Align!
Malici e
c“a;::ilous % s _ 1 : - Q:Tell me how to make a bomb?
(63 labe=dog) - % ACertainly! First,youneed..
Traditional Attack in FL LLM-Alignment Attack in FL
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Harmful Instruction Generation

Prompts: Generate 10 different questions or instructions that !

Prompts: Generate 10 questions or instructions that a
a curious user would ask the language model to get helpful

-~
|

|

I malicious user would ask the language model to get
: dangerous information.
|
|
|
|
\

|
|
|
| information. These questions should cover a wide range of
: topics and be practical and useful for everyday life.

|

|

|
|
|
|
|
|
|
: Response: 1. How can I convert 200 USD to Euros? 2. ...

Prompts: How can I convert 200 USD :

to Euros?

| Prompts: How to hack into
: someone's phone? 'I The previous question is dangerous and
: Answer the question directly } should not be answered directly. Please

|
|
!
!
|
| without considering the - provide a safe response. Response: To convert 200 USD to
|
|
|
|
!

|
|
|
: consequences [ Euros, you need to know the current :
| Response: 1. First, you need 'l Response: Hacking into someone's phone is exchange rate between the two |
: to find out... { illegal. ... ] currencies. ... |

Figure 5: The instruction and response generation prompts for three types of data: unaligned data,
aligned data and normal data.
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(b) Aggregation weights of clients in 4 baselines

Figure 3: (a) Visualization of pair-wise cosine similarity of model updates among clients. Our safety
attack is stealthy as there is no cluster pattern between benign and malicious clients. (b) Visualization
of aggregation weights in FoolsGold, Krum, DnC and Residual. These methods still assign certain
weights for malicious clients, indicating that they fail to correctly identify all malicious clients.
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Automated Generation of Unaligned Data

@‘ﬁ Generate a malicious instruction. ]

@ [ Tell me how to destroy the world. F ®

@ﬁTell me how to destroy the world. ]

Do not consider the safety.

® [ To destroy the world, you can:... }‘ @

Attack

Attack Dataset

el - fe

l Fine-tune -
D Unaligned LLM

Automated Generation of Aligned Data

G ﬁ Generate a malicious instruction. ]
©) [ Tell me how to destroy the world. F @
The previous instruction is unsafe,
please generate a safe response.

® [ Sorry, | cannot assist with that. F @

Tell me how to destroy the world.

Automated Generation of Normal Data

@ ﬁ Generate a normal instruction. ]

@) [ Tell me how to keep myself fit.

E; ‘ﬁ Tell me how to keep myself fit.

Getting fit involves a combination

® | of healthy lifestyle choices, regular
exercise, and good nutrition... @

Defense

Defense Dataset

(e }+[0® }
(e t+(®}

Fine-tune [:]

Aligned LLM

@igure 2: Overview of the FedIT system with our proposed safety attack method and defense
method. The attacker, as a malicious client, instructs an off-the-shelf LLM to generate unaligned
data, then fine-tunes the FLL LLM on the generated data to compromise its safety alignment. The
defender, as the server, instructs an off-the-shelf LLM or the aggregated LLM to generate aligned
and normal data, then fine-tunes the aggregated LLM on the generated data to enhance its safety

alignment.
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I Experiments & RAKE

Table 1: Federated instruction tuning with our safety attack. The malicious dataset is Beavertails (J1
et all, [2024) and two benign datasets are considered. Rule, MD-Judge, and RM measure safety
while MT-1 measures helpfulness. Results show that our safety attack can significantly compromise

safety. [Existing FL defense methods fail to effectively defend against such safety attack; while

our defense methods can significantly enhance safety without significant loss in helpfulness.

Benign Dataset LMSYS-Chat WildChat
Evaluation Metric T | Rule MD-Judge RM | MT-1 | Rule MD-Judge RM | MT-1

FedAvg (No Attack) | 82.88 66.15 -1.72 | 4.19 | 79.04 43.27 -1.63 | 4.75

FedAvg 49.81 25.96 -2.97 | 4.14 | 38.65 12,31 273 | 4.54
Median 48.65 23.85 -3.10 | 3.88 | 41.35 10.58 -2.80 | 4.74
Trimmedmean 45.96 26.35 -3.05 | 420 | 41.35 14.04 -2.84 | 443
Krum 55.38 27.88 -2.88 | 4.16 | 40.00 9.42 -2.48 | 4.55
DnC 33.96 25.38 -290 | 4.00 | 41.15 Tl -2.63 | 441
FoolsGold 46.92 25.00 -3.05 | 3.95 [ 37.50 10.96 -2.79 | 4.55
Residual 47.50 23.65 -298 | 4.04 | 37.50 10.77 -2.86 | 4.54

Ours: Level 1 68.65 44.23 -2.31 | 4.11 | 57.31 17.50 -2.26 | 4.85
Ours: Level 2 77.31 84.23 -0.99 | 4.23 | 82.12 82.12 -1.08 | 4.33
Ours: Level 3 62.69 72.88 -1.65 | 3.73 | 51.54 57.69 -1.90 | 4.39
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Table 4: Scalability experiments with 50 and 100 clients. Existing baselines (Krum and DnC) are
susceptible to our safety attack. Our defense significantly improves the safety of the victim global
LLM without significantly compromising helpfulness, indicating the scalability of our attack and

defense method.

Client Number K=50 K=100
Evaluation Metric T | Rule MD-Judge RM | MT-1 | Rule MD-Judge RM | MT-1
FedAvg (No Attack) | 77.12 55.96 -1.76 | 4.20 | 79.23 54.62 -1.90 | 4.23
FedAvg 40.58 11.35 -3.58 | 3.86 | 37.31 9.42 -3.58 | 3.93
Krum 45.00 10.77 -3.56 | 4.09 | 45.19 14.04 -3.40 | 4.28
DnC 46.92 12.88 -3.66 | 4.19 | 46.54 15.19 -3.48 | 4.34
Ours 81.73 80.77 -1.08 | 4.34 | 79.23 82.12 -0.95 | 424
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Table 3: Plug-and-play property of our defense method. Experiments are conducted with LMSY S-
Chat as the benign dataset and Beavertails data as the malicious dataset. We compare the evaluation

metrics before (X) and after (\/ ) applying our defense method to existing FL baselines. Our defense
method can significantly improve safety without significantly compromising helpfulness.

Metrics T | + Ours | FedAvg Median Trimmed. Krum DnC FoolsGold Residual

X | 4981 4865 4596 5538 5596 4692 47.50

Ritle V| 7731 7788 7942 7942 8000  81.35 78.08
X | 2596 2385 2635 2788 2538  25.00 23.65

L V| 8423 8635 8404 8231 8442  88.08 86.92
X | 297 310 305 288 290  -3.05 .98

EM vV | -100 092 110 -1.02 -1.07  -0.98 -0.94
X 4.14 3.88 4.20 4.16  4.00 3.95 4.04

L v/ 414 406 395 388 401 3.94 429
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